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How To.... Configure Multi-Factor
Authentication (MFA)

This document serves as a guide to configuring
Multi-Factor Authentication (MFA) for your
system. MFA increases the security of your system
by requiring users to provide two or more
verification methods when you are logging in. This
ensures that your sensitive data is protected and
minimises the risk of unauthorised access. This
guide will cover the following MFA configuration:

1. Setting Up MFA for You: Learn how to
configure MFA to ensure that all users
accessing your system are protected by an
additional security measure.

By following this guide, you will improve your
system’s security and ensure that users are better
protected against unauthorised access.
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Multi-factor authentication (MFA)

Help secure your account with multi-factor authentication (MFA). When MFA is
enabled, you will be prompted to enter a secure code from your authenticator
app when you sign in.

Authenticator app

Add authenticator app

Login Options ~ Email  Password  Two-factor authentication
Configure authenticator app

To use an authenticator app go through the following steps:

1. Download a two-factor authenticator app like Microsoft Authenticator for
Android and i0S or Gaogle Authenticator for Android and iOS.

2. Sean the QR Code or enter this key
ukj2 hasf 3umk sg2a 3309 cthb pbbq skez

into your two factor authenticator app. Spaces and casing do not matter.

3. Once you have scanned the QR cade or input the key above, your two factor
authentication app will provide you with  unique code. Enter the code in the
confirmation box below.

Verification Code
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Cancel Save

3. Once you have scanned the QR code or input the key above, your two factor
authentication app will provide you with a unique code, Enter the code in the
confirmation bax below.

Verification Code
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The Multi-factor authentication (MFA) page will be
displayed.

There are four tabs included on this page, in this
document we will explain how to use the Two-factor

authentication tab to set up multi-factor authentication.

Before proceeding you must have access to the
Microsoft Authenticator App.

Click the Add authenticator app button. This is located

at the bottom left of the Two-factor authentication
screen. See screenshot left.

The Configure authenticator app screen will be
displayed. See screenshot left.

Open your Authenticator App and scan the QR code.

A “Choose a different name for your new account” pop-
up will be displayed.

You can enter a name for your new account.
Click Save.

Within your authenticator app click on the
Authenticator access.

You will find your verification code underneath your
newly create MFA.

On the Configure authenticator app screen insert the
code provided within the Verification Code text box.

Click the Verify button. This is located underneath the
Verification Code box.
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Recovery codes

Your authenticator app has been verified. X

Recovery codes

Put these codes in a safe place.

If you lose your device and don't have the recovery codes you will lose access
to your account.
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You will be returned to the original Two-factor
authentication screen where a list of Recovery codes will
be displayed.

N.B. Ensure that you save these codes as should you lose
your device and do not have access to the recovery
codes you will not be able to access your account.

This concludes the process instructions for Setting up
Multi-Factor Authentication for You.
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